The Unseen Force: What the Eightfold Al Lawsuit
Teaches Us About Automated Hiring.

- Exposé on the Hidden Mechanics of Algorithmic Gatekeeping
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In January 2026, the invisible

filter was dragged into the light.

Two job seekers, Erin Kistler and Sruti
Bhaumik, filed a class-action lawsuit in
California state court.

The Plaintiffs

Eightfold Al, a massive recruiting
platform used by global giants like
Microsoft, PayPal, Salesforce, and Bayer.
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A secret algorithm was compiling profiles
and assigning applicants a numeric score
from O to 5, filtering them out before a
human ever saw their resumes.

The Claim
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The Dispute: Innovation vs. Invasion of Privacy

The Job Seekers Claim

Data Scraping: You harvested our
social media, location data, cookies, and
Internet activity without permission.

- Eightfold Al Defends

Consent Only: We do not scrape the

Unlicensed Reporting: You acted as a
secret consumer-reporting agency,
violating the Fair Credit Reporting Act
(FCRA).

web. We only use data intentionally
shared by candidates or customers.

Bias Reduction: Our system actively

No Recourse: We were never notified of
our scores and had no way to correct
errors.

masks sensitive attributes to flag and
prevent bias.

Skills-Based: We focus strictly on

skills-based hiring to improve workplace
diversity.




The Hidden Power Imbalance
of Silent Evaluation

No Consent &
No Fixes

Applicants don't know
they are being scored.
If the Al gets it wrong,

The Blocked
Door

Submitting hundreds of
applications only to be

they cannot see or
dispute the inaccu-
racies.

blocked by an unseen,
unregulated numeric
force that overrides
due process.

Massive Employer §
Liability |
At scale, millions of
profiles are affected.
Employers using these
tools risk $100-$1,000
in class-action

damages per violation
under the FCRA.
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A Lifecycle Failure

at Every Step.

Stage 1:

Collection
(Data Ingestion)

Stage 2:

The Error: Harvesting data far
beyond what applicants
provided.

Training
(Model Design)

Stage 3:

The Result: Violates the
data-minimization principle and
over-weights digital traces.

The Error: Deriving scores from
historical hiring decisions rather
than actual job-performance
outcomes.

Deployment
(Governance)

The Error: Keeping the process
entirely secret.

The Result: The Al simply
automates and scales existing
human preferences and biases.

The Result: Violates basic
procedural fairness and legal
notice requirements.
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Automating Old Prejudices: The Four Faces of Bias.
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Representation Bias Historical Bias

Rewards people with massive online footprints. As expert Aline Lerner notes, models trained

Severely punishes those with limited online on past hires don't predict success; they just

activity (older workers, lower-income individuals). ruthlessly reproduce the past tastes of human
recruiters.

Proxy Bias Privacy Bias

Uses seemingly neutral traits (like “introvert” or Unconsented data collection disproportionately
“quality of education”) as a secret proxy to filter out harms communities with the weakest legal
specific socioeconomic, gender, or racial groups. protections.




Exporting Inequity
to the Global South

Weaker Protections

Many nations lack FCRA-style privacy
laws. with cantral FCRA-style privacy

laws. Job seekers can be scored and

filtered with zero legal recourse.

The Digital Divide

A model trained on Western social-media
signals will misjudge rural or low-income
candidates with sparse online histories.

Remote Gatekeepers

U.S.-based, VC-backed Al vendors
become the ultimate gatekeepers for
global outsourcing, replicating
North-centric biases.



The Era of “Wild West” Al is Over

Targeting the Process

Laws demanding transparent rules.
New York and Colorado now mandate
candidate notices and bias audits. The EU Al
Act and South Korea demand human oversight.

Targeting the Results

Lawsuits focused on discriminatory

outcomes. Courts are increasingly
treating Al vendors as liable agents of
employers (e.g., Mobley v. Workday).

The Employer

You are caught in the middle.

Vendors may build the tools, but
you own the legal risk of using them.




The Blueprint for Accountability

Mandate
Transparency

Treat Al like a regulated
financial instrument.
Vendor contracts must
mandate disclosure of
data sources and allow
Independent bias audits.

Accountable Al

Outcome-Based
Training

Demand counterfactual
data. Al must be trained
on real job-performance
outcomes, not proxies
like LinkedIn profiles or
historical resume
screening.

Human
Governance

Establish cross-functional
oversight (HR, legal, IT).
Maintain robust
documentation and strict
human override logs.
Transparency is your only
evidence of accountability.




Thereis no
Al Exemption.

When convenience and
efficiency trump consent
and fairness, we automate
old biases at an
unprecedented scale. If you
use a machine to sort human
lives, you own the outcome.
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The 90-Day Audit
Challenge

D Map exactly where your Al tools source their data.

D Examine the training objectives: are they predicting success, or just
copying old recruiters?

D Demand total algorithmic transparency from your software vendors.

The Golden Rule: If you cannot explain how a model makes decisions or
allow candidates to contest them, turn it off.
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Follow our work on

GlobalSouth.ai
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